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Scope

The ADISRA SmartView Security Guide document clarifies how the ADISRA
SmartView security system works internally and the steps needed to
configure.

The document explains how to manage profiles and users, verify the logged-in
users, how to import profiles from the LDAP service, and how to customize
the application adding different access permissions to different profiles.

Summary

The Security Settings allows the user to create profiles and users to add a
layer of security to the project.
It 1s possible to add security to the Engineering and Runtime.

1. If the Security System is enabled for the Engineering, it is possible to
prevent unauthorized users from editing the application.

2. If the Security System is enabled for the Runtime, it is possible to give
different access permissions to different profiles, preventing a group of
users to change tag’s values, opening screens, deleting information and so
on.

When editing the profiles or users, the runtime application will need to be
restarted for changes to take place.
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3. Profile Permissions

When creating and editing profiles, there will be permissions settings for each

profile, the permissions are:

1.

Can Do Action: Determines if the profile has permission to perform
actions inside a graphic or graphic object actions, mostly scripts.

Can Open Graphics: Determines if the profile has permission to open
Graphics, for example, if a button has an action that will open a graphic
or open a graphic through the Viewer icon in the system tray.

Can Close Graphics: Determines if the profile has permission to close
Graphics, for example, if a button has an action that will close a graphic
or close a graphic through the window icons.

Can Start App: Determines if the profile has permission to start the
Runtime of an application.

Can Shutdown App: Determines if the profile has permission to stop
the Runtime of an application.

Can Switch Tasks: Determines if the profile has permission to switch
between tasks of the system.

Can Open Task Manager: Determines if the profile has permission to
open the task manager of the system.

Is ReadOnly: A profile with ReadOnly permission can only see the
application, but cannot see or change the values of tags, and can execute
buttons with simple scripts like open a graphic.

These permissions will be the default permissions for the graphics and

graphics objects, but the permissions can also be set for each graphic or object

and if it will or will not use the default. Overriding the default permissions

can be done in the properties grid in the security area as we will see an

example later in this document.
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4. uUsers & Profile Settings

To open the “Users & Profile” window, go to the settings ribbon, then select
security, and click on “Users & Profiles”:

@.Hlﬂl{; FEICEREIIEDE ADISRA SmartView 4.0.1.0 _lol x|
N I
\\_r/ Runtime Build Wiew I Settings I Search License
2N 2= B E ) ER S e E 2 ) B
Security || Graphics || Resolutions || Date and || Events || General | OPC Servers || NMumber of || Viewer || Web DataBase Tags Count || Redundancy || Project
A A hd Time ~ hd hd A Decimals = - A Connections ~ A hd Backup *

-

User & Runtime Security On :
Security

il Templates

#* Senvices

- Triggers

@ Alarm History
. Tag History
[ Redpes

b Reports

z Tunneling I unHme Log

2. Drivers Severity Source Description

E} Images

& User Functions Library
v & System Functions Library

0 x

<

< » | | Engineering Lag | Runtime Log | Search Qutput | Build Qutput |

The “Users & Profile” window will open:
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¥ Users & Profiles - O x

Use Domain Users

Domain: | | | Import Profiles

Name

Administrator

| Delete || New | | ok || Cancel

4.1 Create Profile

To create a profile, click the “new” button:

B Users & Profiles = O x ¥ Users & Profiles - O X

Use Domain Users Use Domain Users

Domain: | | | Import Profiles Domain: | | | Impart Profiles
Profiles | Local Users Profiles | Local Users

Name Name
Administrator Administrator
| NewProfile1
i Name [ NewProfile1
Can Do Action

Can Open Graphics
Can Close Graphics

Can Start App
Can Shutdown App
Can Switch Task
Can Open Task Manager
Is ReadOnly
Detete || new || | ok || Cancel Delete || New | | ok || Cancel
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4.2 Edit Profile

To edit a profile, select the desired profile, then rename it and change the

permissions:
¥ Users & Profiles — O > ¥ Users & Profiles - O *
Use Domain Users Use Domain Users
Domain: Import Profiles Domain: Impart Profiles
Profiles | Local Users Profiles | Local Users
Name Name

inistrator Administrator
NewProfile1 I Engineer

Name | Engineer

Can Do Action

Name NewProfilel
Can Do Action

L

<

Can Open Graphics Can Open Graphics
Can Close Graphics Can Close Graphics
Can Start App Can Start App

Can Shutdown App

Can Switch Task

Can Open Task Manager
Is ReadOnly

Can Shutdown App O
Can Switch Task O
Can Open Task Manager O
Is ReadOnly O

ORIRRIER

Delete || New | | OK || Cancel Delete || New | | oK || Cancel
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To delete a profile, select the desired profile then click the “Delete” button:

¥ Users & Profiles

Use Domain Users

Domain:

Profiles | Local Users

- O . X Users & Profiles

Use Domain Users

Import Profiles Domairn:

Profiles | Local Users

Name

Administrator

MName

Administrator

Engineer

Name

Can Do Action

Can Open Graphics

Can Close Graphics

Can Start App

Can Shutdown App

Can Switch Task

Can Open Task Manager
Is ReadCnly

m
=1
()
=l
il
i}

OOOORIRIRIE]

ok || cancel
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The Local Users are managed by ADISRA SmartView.

To open the “Users & Profile” window, open the settings ribbon, then select
security, and click on “Users & Profiles”:

@.HML},«J c@ueLO-)- ADISRA SmartView 4.0.1.0 -(Of x|
| Y/
Runtime Build View Settings Search License
N ENEEE e E S E B
Security || Graphics || Resolutions || Date and || Events || General || OPC Servers || Number of || Viewer || Web DataBase Tags Count || Redundancy || Project
=) = = Time ~ = = = Decimals ~ = = Connections ~ =] = Backup ~
7 —
(i Runtime Security On
L —
Ui Templates
W Senvices
2 Triggers
@ Alarm History
. Tag History
[F Recpes
T Reports
% Tunneling Runtime Log X
A Drivers Severity Source Description
E] Images
¢ User Functions Library
b & System Functions Library
< >
< > | | Engineering Log | Runtime Log | Search Output | Build Qutput |

¥

The “Users & Profile” window will open, then click the “Local Users” tab:

¥ Users & Profiles — O ¥ ¥ Users & Profiles — O x
Use Domain Users Use Domain Users
Domain: | | | Import Profiles Domain: | | | Import Profiles
Profiles I Local Users I Profiles | Local Users
Name Name Profile
Administrator Guest Administrator
Marme: | Guest |
Login: guest
Password: Change Password
Profile: | Administrator = |
Delete | | New | | ok || cancel Delete || New | [ ok ][ cancel |
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5.1 Create User

To create a Local User, click the “new” button, and then set the name, login
username, password, and the profile.

¥ Users & Profiles - O b4 X Users & Profiles - m} =
Use Domain Users Use Domain Users
Domain: | | | Import Prafiles Domain: | | | Impart Profiles
Profiles | Local Users Profiles | Local Users
Name Profile Name Profile
| Guest Administrator Guest Administrator
| NewUserl Administrator
Marne: Guest Mame: MNewlserl
Login: guest Login: Newlserl
Password: Change Password Password: Change Password
Profile: |Administrator - | Profile: | Administrator “ |
Delete ||| New || | ok || Concel | Delete || New | | ok || Cancel |
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5.2 Edit User

To edit a Local User, select the desired user, then rename it and change the

login:

B Users & Profiles — ] X

Use Domain Users

Domain: Import Profiles

Profiles | Local Users

Name Profile

Guest Administrator

NewUserl Administrator I

Mame: NewUserl

Login: NewUserl

Password: Change Password

Profile: Administrator

| Delete || New | | 0K || Cancel |

To change the password, click the “Change Password” button, it will open the
“Change Password” window, type in the new password, and confirm it, then

: 3 9
click “OK”:
¥ Users & Profiles - O > z Change Password ™
Use Domain Users
Domain: Import Profiles MNew Password:
Profiles | Local Users Confirm Password:
MName Profile oK | | Cancel
Guest Administrator
Newlserl Administrator
Marne: MNewUserl
Login: MNewlUserl
I Password: Change Password I
Profile: Administrator V
| Delete | | New | | 0K | | Cancel |
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To assign the local user to a profile created in the previous chapter, use the
Profile combobox to select an existing profile:

¥ Users & Profiles - O X
Use Domain Users
Domain: Import Profiles
Profiles | Local Users
Name Profile
Guest Administrator
NewlUser1 Administrator
Mame: MNewUser1
Login: MNewUserl
Password: Change Password |
Profile: Administrator s I
| Delete | | New | | OK | | Cancel |

5.3 Delete User
To delete a Local User, select the desired user, then click the “Delete” button:

¥ Users & Profiles - O X

Use Domain Users

Domain: Import Profiles

Profiles | Local Users

Narme Profile

Guest Administrator

Newlserl Administrator

MNarne: NewlUserl

Lagin: MNewUserl

Password: Change Password

Profile: Administrator V
|| Delete |I| New | | OK | | Cancel |
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Security Options

6.1 Engineering Security

Engineering Security may be turned on and off. When enabled, the user will
be asked to enter their password before editing the application.

To turn Engineering Security on, go to the Ribbon Settings Security, and
select the option “Engineering Security.”

Initial User:

Usar & Runtime Security On

| Profiles E Engineering Security Off | |

Security

It will open the “Project Application” window, after configuring a password,
click the “Save” button.

¥ Protect Application x

Password: ||

Confirm Password:

Save Cancel

The “Engineering Security” label has changed from Off to On. Going forward,
every time this project is loaded it will request the user enter the password
configured.

Initial User:
User & Runtime Security On
Profiles Engineering Security On
| Security

To turn “Engineering Security” off, select the option “Engineering Security”
again, and type in the configured password. This procedure will turn
“Engineering Security” off.

ADISRA - 3432 Greystone Drive, Suite 125 - Austin, TX 78731
Phone: 1-833-5ADISRA (1-833-523-4772)

www. AD|SRA.com
13


http://www.adisra.com/

ADISRA SmartView Security Guide

¥ Unprotect Application ot

Password: ” |

8] 4 Cancel

6.2 Runtime Security

Runtime Security can be turned on and off. When enabled, the profile
permissions will work as configured during Runtime. When it is off, the
logged-in users will have all the permissions enabled.

To turn “Runtime Security” off, go to the Ribbon Settings Security, and
deselect the option “Runtime Security”

Initial User: .

Usar & Runtime Security On

Profiles [C]] Engineering Security Off
securty

To turn “Runtime Security” on, just select it again.
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Security Functions

This chapter explains how to use the System Function Library SVSecurity by
providing some examples.

Create two (2) profiles with the permissions as shown in the images below. It
1s important to understand that the profile “worker” cannot close graphics
and it also does not have some Operation System permissions such as,
“Switch Task” (ALT+TAB):

X Users & Profiles

Use Domain Users

Domain:

Profiles | Local Users

- O b

MName
Administrator

Woaorker

Name

Can Do Action

Can Open Graphics

Can Clese Graphics

Can Start App

Can Shutdown App

Can Switch Task

Can Open Task Manager
Is ReadOnly

Administrator

RIRRIRIEIRIE]

Delete | | MNew

OK || Cancel |

¥ Users & Profiles

Use Domain Users

Domain:

Profiles | Local Users

- O X

Name
Administrator
Woarker

Name

Can Do Action

Can Open Graphics

Can Close Graphics

Can Start App

Can Shutdown App

Can Switch Task

Can Open Task Manager
Is ReadOnly

Worker

OOO0ORORIE]

Note: When the logged-in user does not have permission to switch tasks, they will not be able to
use the machine’s operating system while the Viewer is running.
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Create two (2) Local Users as shown in the images below. The passwords for
each user are the same as the login (adm/adm, mark/mark):

X Users & Profiles — [m} * B Users & Profiles — O X
Use Domain Users Use Domain Users
Domain: |GOKU.Ph|Sy5bem5.com.br ‘ | Import Profiles Domain: |GOKU.PhiSystems.com.br | | Import Profiles
Profiles | Local Users Profiles | Local Users
Name Profile Name Profile
adm Administrator adm Administrator
mark Waorker mark Waorker
Name: adm Narme: mark
Login: adm Login: mark
Password: Change Password Password: Change Password
Profile: Administrator = Profile: Worker -
Deete || New | | ok || cancel | [ Delete || New | [ ok || Cancel ]

Create two (2) Graphic Documents, Graphicsl and Graphics2. Inside
Graphicsl, create two (2) labels, create a button with the text “login”, and the
“Mouse Up” script as shown below:

4]

[E Graphics1 |

1:SVSecurity.Login(j;

Line: 1
| Mouse Up [F] | Mouse Down | Mouse While | Mouse Right Up | Mouse Right Down | Mouse Double Click |

Create a button with the text “logoff” and the “Mouse Up” script as shown in
the image below:
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- [& Graphics1 x |

Al

1:5VSecurity.Logoff();

Line: 1
| Mouse Up [F] | Mouse Down | Mouse While | Mouse Right Up | Mouse Right Down | Mouse Double Ciick |

Create a button with the text “Only Admin” and in the button Properties
within the “Actions” area, configure as shown in the image below:

Button Type Open *~
Action Target Graphics2 ~
ScreenTag Tag Remove

ScreenTagsPicker "

The Graphics1 should look like this:

- [& Graphies1 X |

4l

CEEnE - B ——— B

Configure the “On While” script of Graphics1 to look like the image below. It
will display which user is logged in and their profile:
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4 [E Graphics1 x |

1l

1:Labell.Text = SV5ecurity. CurrentUserMName();
2:Label2.Text = SV5ecurity.GetCurrentProfile();

Line: 1

On Open | On While 5] | On Close
Mode View I3 [2H] (=] Graphics1{GDocument)

In the Graphics2 Property Grid under the “Security” area, uncheck the
permission of the “Worker” profile as shown in the graphic below:

HEP'EHES . ﬂ x
Graphics: Graphics2
7 | |Search o4
4 Security Lo
Profila Name Permission Is Default
Can Do Action Administrator [+
Waorker v

Profile Name Permission Is Default
Can Open This Graphic Administrator |+

Worker ] ]

Profile Name Permission Is Default
Can Close This Graphic Administrator [+
Worker

In the Ribbon Setting Security, set the initial user as “mark” so when the
Runtime starts “mark” will be the default user:

Imitial User: | mark -
User & Run.tlme _Securlty F}n
Profiles || Engineering Security Off
Security

In the Ribbon Setting Graphics, set the Startup Graphic as “Graphics1” so
when the Runtime starts, “Graphics1” will be the graphic that will open:
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Trend
Points Multipliers | 1 =

Startup Graphic: | Graphics1 =

Show Graphics in the Yiewer
H |:| Mouse events fall through objects

Graphics H

Now that it is configured, run the application by starting Runtime. The
Graphics1 will open and the user “mark”, with the profile “worker”, will be
the user logged in. Try to open the Graphics2 by pressing the “Only Admin”
button; the Graphics2 will not open because the user “mark” does not have
the permission and an error will be logged in the “Runtime Log”:

¥ Graphics — O x
mark Woarker

lagin Only Admin

Logoff

Severity Source Description
& Graphics The user 'mark’ doesn't have permission to open graphic 'Graphics2'

Engineering Log | Runtime Log | Search Output| Build Output |

Click the “Login” button and enter the login and password “adm” and select
OK.

¥ Login x

Login: adm

Password: [ee -|

QK Cancel

The user logged in is “adm” with the profile “Administrator” and by clicking
the “Only Admin” button, the Graphics2 will open. After opening, please
close Graphics2.
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¥ Graphics — O et

adm Administrator

lagin Cnly Admin

Logaff

¥ Graphics2 — O it

Click the “Logoff” button, and then, the user “mark” will be automatically
logged in. Now, the graphic cannot be closed.

¥ Graphics — O et
mark Worker

lagin Cnly Admin

Logaff
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Severity Source Description

& Graphics The user 'mark’ dossn't have permission to close graphic 'Graphics1'

m Runtime Log | 3earc i u

Once again, log in as the “adm” user, and now close the graphic.
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The network user’s login information can be used by importing groups from a

domain. Each group imported will become a profile and all the users of this

group will be associated with this profile.

To open the “Users & Profile” window, go to
and click on “Users & Profiles”:

CEIEITCDE

View I Settings I Search

=38 N = (= wl (& = iy o ||l[G

i ALE

Runtime Build

License

Security || Graphics || Resolutions || Date and || Events || General | OPC Servers | Number of (| Viewer | Web
- v - Time = v - - Decimals~ ||~

ADISRA SmartView 4.0.1.0

settings ribbon, then security,

=1o1%]

& o [ B

DataBase

Tags Count || Redundancy || Project
Connections = - -

Backup ~
Il i i J

1 @ Initial User:

(e Runtime Security On
profiles [T Engineering Security Off
‘ Security

i Templates
# Services
Triggers
7 alarm History
Tag History
£ Redpes
' Reports
% Tunneling
A Drivers
= Images
& User Functions Library
& Ssystem Functions Library

Runtime Log

Severity Source Description

-~ x

Properties

-1 x

ing Log | Runtime Log | Search Output | Build Output |

The “Users & Profile” window will open. In
domain name of the profiles to be imported,
automatically load the domain name where
click the “Import Profiles” button:

the “Domain” textbox, type the
or use the “Get” button to
the machine is logged in, then
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¥ Users & Profiles - O *

Use Domain Users 1 2
Domain:{ LOCAL Domair] | [et || import Profiles | I

Profiles | Local Users

Mame

Administrator

MName Administrator

Can Do Action

Can Open Graphics

Can Close Graphics

Can Start App

Can Shutdown App

Can Switch Task

Can Open Task Manager
Is ReadOnly

ORRIRRERIE

| Delete || New | | ok || cancel

The "Domain Groups" window will open:

¥ Domain Groups — O X
Search:
| Prafile Members G
[] Admin View
[] Guest View
| ok || cancel |

Click the "View" button to see the users associated to that profile. A new
window will open. Click "OK" to close the window:

E Domain Users - | >

Domain: LOCALDomain

Group:  Admin

Narme Login
John Wayne jehn
Mary Popkins mary
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Select one or more profiles that are to be added by checking or unchecking
the boxes. Click "OK" when finished.:

¥ Domain Groups — O X
Search:
(m] Profile Members
Admin View
[] Guest View
QK || Cancel

The group will be added and then can be edited like any other profile:

¥ Users & Profiles — O *
Use Domain Users
Domain: |LOCAL.Domair4 | | Import Profiles
Profiles | Local Users
Narme
Administrator
DOMAIN'Admin
Narme Administrator
Can Do Action
Can Open Graphics
Can Close Graphics
Can Start App
Can Shutdown App
Can Switch Task
Can Open Task Manager
Is ReadOnly O
| Delete | | New | | QK | | Cancel |

Note: The local users cannot be associated with a domain profile.
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8.1 Using Domain Users

Using the same example from chapter 6, please change the script of the
“Login” button to look like this:

S| Graphics1 x

1l

1:5VSecurity Login("" true);

Line: 1

Mouse Up E Mouse Down | Mouse While | Mouse Right Up | Mouse Right Down | Mouse Double Click

When the Runtime starts and the Graphicsl opens, click the “Login” button:

¥ Graphics — O X
mark Worker

login Only Admin

Logoff

It will open the “Login” window, please understand this example is different
from the last example. The “Login” window has a checkbox to indicate
whether or not the user is a Domain user. It also has a combobox with which
to choose the user’s domain; in this case, we will log in with the “john” user:

¥ Login x

Login: john

Password: | eess

Is Domain User | LOCAL.Domain "

OK Cancel
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¥ Graphics
p

DOMAIN\john

Admin
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