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Scope

This document details different steps to allow an ADISRA SmartView
application to be published on the web using ssl certificate and a registered
domain on a server computer under a LAN.

Summary

The following chapters contain information about the Web Server, Domain
provider, ZeroSSL certificate, Router port forwarding configuration and
different tests that can be performed to make sure different parts are
working properly.

Architecture

Before diving into more details, let’s understand the architecture of ADISRA
SmartView when serving web pages in https in this sample application.

To serve pages on http on the web, the user needs to perform some simple
actions:

1- Create a sample application
2- Save the Graphics to the web using the engineering interface.
3- Configure a Web Server to host the web pages.

To use https, there are some extra steps that will be addressed in this
document.

The image below shows all elements of the architecture and includes some
important details to understand the relationship between these different
elements.
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The following sub-chapters will detail the following elements of the

architecture:

- Domain provider

- ISP

- LAN

- Web Server
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ADISRA SmartView

With this architecture, we expect that the user can open the ADISRA
SmartView Web application using any html5 web browser using the domain
“adisra-dashboard.online” instead of using a public ip address with secure https
access.

https://adisra-dashboard.online:9080/Main.html

The url above is the final goal.

It means we will need to enable https on our Web Server and on ADISRA
SmartView which also acts as a Web Api Server, we also need to somehow define
port 9080 as https listening port and we need to make sure that any request coming
from outside my LAN will reach my server hosting the web pages and hosting the
Web Api Server and not any other computer on the LAN.

For https communication, we will also need a valid certificate.

“Certificates play a crucial role in securing websites, especially those using the HTTPS
protocol. HTTPS encrypts data exchanged between a user's browser and the website,
ensuring privacy and protecting against unauthorized access. Certificates, specifically
SSL/TLS certificates, authenticate the identity of the website, assuring users that they
are connecting to the legitimate site and not a malicious one. Certificate Authorities
(CAs) issue certificates after verifying the authenticity of the website owner. While
CA-issued certificates offer a high level of trust, some individuals or small businesses
may opt for self-signed certificates due to cost considerations. Self-signed certificates,
however, lack the third-party verification provided by CAs, potentially leading to security
warnings for users. Services like ZeroSSL offer a middle ground by providing free
CA-signed certificates, making it easier for smaller entities to secure their websites
while maintaining a higher level of user trust compared to self-signed alternatives.”

Let’s see those elements in the following sub-chapters:

ADISRA - 3432 Greystone Drive, Suite 125 - Austin, TX 78731
Phone: 1-833-5ADISRA (1-833-523-4772)

www. AD|SRA.com
4



ADISRA SmartView Https Configuration with Domain and Certificate

3.1. Domain Provider

Domain

adisra-dashboard.online }—»{ A.B.C.D }~

Overview:

A domain provider, also known as a domain registrar, is a company or
organization that manages the registration of domain names on the
internet. Domain names serve as human-readable addresses for
websites, translating easily memorable names into numeric IP
addresses that computers use to identify each other on the internet.

Domain providers offer services that allow individuals and businesses
to register, renew, and manage their domain names. These services
often include domain name registration, domain renewal, DNS
(Domain Name System) management, and sometimes additional
features like email services, website hosting, and security options.

Popular domain providers include companies like GoDaddy,
Namecheap, Google Domains, and many others. When you register a
domain with a provider, you essentially lease the right to use that
domain name for a specific period, typically on an annual basis. It's
essential to choose a reliable domain provider as they play a crucial
role in ensuring the availability, security, and proper functioning of
your online identity.

Tips:

In this sample we used GoDaddy with the registered domain
“adisra-dashboard.online”. But after registering a domain, we still
need a service from the Domain Provider that makes sure any requests
to “adisra-dashboard.online” will be forwarded to the web server. In
case you have the public ip address, you can proceed to configure it on
the domain dns configuration, but if you are not sure the public ip
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address is correct or if it will change, please refer to the ISP
sub-chapter.

Forwarding domain to public ip address:

This service mentioned above is called "Domain Forwarding" or
"Domain Redirection." This service allows you to redirect incoming
requests to your domain to a specific public IP address where your web
server 1s hosted. Here's how it generally works:

Domain Registration: First, you need to register your domain with a
domain provider or registrar. During the registration or within the
domain management settings, you'll find an option for domain
forwarding or redirection.

Configuration: In the domain management settings, look for the option
related to domain forwarding or redirection. Different domain
providers might have slightly different interfaces, but the general idea
1s to find the forwarding settings.

Specify IP Address: Once you're in the forwarding settings, you'll
usually be asked to provide the specific public IP address to which you
want to redirect the incoming requests. Enter the IP address of your
web server.

Choose Redirect Type: Some domain providers allow you to choose the
type of redirect. Common options include a 301 (permanent) or 302
(temporary) redirect. A 301 redirect is typically used when you want to
permanently direct all traffic from one domain to another.

Save Changes: After entering the necessary information, save your
changes. The domain provider will then update its DNS records to
reflect the new configuration.

Propagation: Keep in mind that changes to DNS settings may take
some time to propagate across the internet. During this period, some
users may still be directed to the old IP address until the new DNS
information fully spreads.

By configuring domain forwarding in this manner, anyone who enters
your domain in their browser will be automatically redirected to the
specified IP address where your web server is hosted. This is a
convenient way to manage traffic and ensure that users reach the
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correct web content, especially if your web server is hosted on a
different IP address than your domain registrar's default settings.

3.2. ISP

dawy
N

ISP {Internet Provider)

Summary:

Internet Service Providers (ISPs) play a crucial role in delivering
stable and reliable connectivity to users, and setting a static public IP
address 1s one of the key aspects in this regard. A static public IP
provides a fixed address that facilitates consistent remote access to
devices or services hosted on a network. This is particularly important
for businesses or individuals running servers, webcams, or any services
requiring external connectivity. Moreover, the release of access to all
ports is essential for ensuring that various applications and services
can seamlessly operate without restrictions. However, in some cases,
ISPs implement Carrier-Grade Network Address Translation (CGNAT)
to address the shortage of available IPv4 addresses. While CGNAT
enables multiple users to share a single public IP, it can complicate
certain applications and services that require direct external access. In
such scenarios, a static public IP and unrestricted port access become
even more critical, enabling users to efficiently manage their online
presence and services without hindrance.

Tips:

While building this application, the ISP consumed a big amount of
time. Initially, the public ip address returned by
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“https://www.whatismyip.com/” couldn’t be reached from any

computers (in/outside my network). When checking on my router’s
configuration page, the public ip address displayed there was different
from the one returned by whatsmyip page. After contacting the ISP
multiple times, they released all ports to the router and also changed
the dynamic ip address to a static ip address. That internet service
provider also uses CGNAT and it was disabled after my request.

Consequently, I was able to ping the router’s public ip address and I
could confirm on my router’s configuration page that this was the only
public ip address.

C:\Users\fabio=>ping 201.86.21.78

Disparando 201.860.21.70 com 32 bytes de dados:

Resposta de 201.86.21.76: bytes=32 tempo<lms TTL=64
Resposta de 201.88.21.78: bytes=32 tempo<lms TTL=64
Resposta de 281.86.21.70: bytes=32 tempo<lms TTL=64
Resposta de 281.80.21.708: bytes=32 tempo<lms TTL=64

*replace the above ip with your public ip address.

The ability to ping the public IP address of a router provided by an Internet Service
Provider (ISP) can vary, and there is no universal rule that applies to all ISPs.

Some ISPs may allow ping requests to the public IP address of the router, while
others may block them for security reasons.

There was also an advanced configuration on the router’s page called
“Block WAN” that had to be disabled. You must confirm that your
router is configured properly, its configurations vary from hardware to
hardware, so it is important to check the entire configuration.

After making sure the public ip address can be reached, you can
configure your registered domain to forward any requests to this public
1p address. At this point we can already reach the router, but we still
need to reach the server on the LAN that will host the web app. If you
are ready to move to that, please refer to the LAN sub-chapter below.
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3.3. LAN
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Summary:

The image above represents a small LAN with a router and 3
computers connected and their network addresses. The computer in
the center (192.168.20.15) 1s the web server.

Router:

The router is connected to the ISP internet service and it can be
configured in 192.168.20.1 address. The router plays an important role
in the architecture since it allows redirecting requests to the web
server when it matches pre-defined rules. In this sample application,
we have defined port 9080 for https access and the web api that runs
on the ADISRA SmartView runtime we have defined port 9003, so we
will use the router port forwarding to redirect any requests on those
ports to the computer 192.168.20.15.
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Service |Ext Port
Begin Interface

*Forwarding port 9080 to 192:168.20.15:9080
*Forwarding port 9003 to 192:168.20.15:9003

Url example containing port 9080:

https://adisra-dashboard.online:9080/Main.html

Url example containing port 9003:

https://adisra-dashboard.online:9003/security/CheckServer

*this url is used internally by ADISRA SmartView.

You can use https://regbin.com/ to test if the above service
“CheckServer” is available on the runtime server. For more
information, please refer to the following chapters. First it is important
to guarantee the Domain and the ISP are correctly configured and that
the correct certificate is also properly included in the architecture.
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Web Server

iy
Enr il

AT

192.168.20.15

W Microsoft
m IS

Summary:

In this sample application we used IIS. IIS (Internet Information
Services) 1s a web server developed by Microsoft for hosting and
managing websites and web applications on Windows servers. It
provides a platform for serving HT'TP and HTTPS content, as well as
other web-related services.

In a web server architecture, users have the flexibility to choose from
various web server software, with Microsoft Internet Information
Services (IIS) being one prominent option among several available.
Alternatively, users can opt for web servers like Apache, Nginx, or
others, depending on their specific needs and preferences. A web server
plays a pivotal role in managing and responding to incoming requests
from clients, typically web browsers, by delivering the requested web
pages or resources. It acts as an intermediary between the user's
device and the web application, ensuring the seamless transfer of data.
The chosen web server is responsible for processing dynamic content,
executing server-side scripts, handling security protocols, and
managing various internet protocols. Each web server software has its
strengths and features, making the selection crucial in determining the
performance, security, and scalability of a web application. Ultimately,
the user's choice of a web server contributes significantly to the
efficiency and reliability of their web hosting environment.

Tip 1 (Creating a new Site on IIS):

In this sample we used IIS to host our web pages. By default, ADISRA
SmartView already saves the pages to the c:/inetpub/wwwroot folder
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which 1s the default web folder for IIS, but I created a new Site called
“TestHttps” on IIS to represent this sample test.

@5 Gerenciador do Servigos de Infarmages da Internet {II5) - O X
‘e @ » DESKTOP-PNAIMGR » Sites » TestHitps » & @ -
Arquivo  Exibir  Ajuda
= q Pagina inicial TestHttps
A @ Explerar
a3 - - i - Permissées,
| DqE}SKTOP PN43MGR.(DESKTOP PM43MGR!\fabi Filtro: . . %MostrarTudo e ~ Editar Permissdes...
-2} Pools de Aplicativos - Editar Site
w (@] Sites Gerenciamento ~ - -
Default Web Sits Associagoes...
Z g Testaljttpse e D D Configuragdes Basicas...
Editor de Exibir Aplicativos
Configura... Exibir Diretérios Virtuais
s _ -~ ‘Gerenciar Site )
%E) ?ag «%J g Py e 2 Reiniciar
Autenticagde Cabegalhos  Cachede Compacta.. Configura.. Docum_ento Filtragem de L e
de Respos... Saida de S5L Padrdo Solicitagdes B Pora
=] o v - Procurar Site
T r :
Log Mapeamen.. Médulos  Paginasde Pesquisano  Tiposde i
de Manipul... Erro Diretdrio MIME X
‘DI'C-_"JI'EI"
== Procurar 1
@
.Eﬁwbwgﬁode(onteﬂdo o ‘bhttff-:
Pronto €.
And this new Site 1s configured with the physical path of the
. e [{P M » >
application web folder on “c:/inetpub/wwwroot/TestHttps” (image
below)
i Configurages Avangadas ? *
v~ (Geral)
Associages http:201.80.21.70:8080:, http:201.80.21.70
Caminho Fisico Cinetpub\wwwroot\TestHttps
Credenciais de Caminho Fisico
D 2
Pool de Aplicativos TestHttps

Pré-carregamento Habilitado  False
Tipe de Logon de Credenciais de ClearText
v Comportamento
» HSTS
»  Limites
Protocolos Habilitados http

Nome
[name] Um nome exclusivo do site.

0K Cancelar

The physical path above matches the ADISRA SmartView web
application folder.
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¥ WebPath X

Cinetpub'wwwroot\TestHtips

OK Cancel

In case you need to confirm what’s the current web folder, please follow
the instructions below:

1. Open the Settings configuration located on the Top Menu

RO E TR CIEICIR (I

]

"\___/ Runtime erify View Settings Security Search License
Trend

Points Multipliers | 1 =

Startup Graphic: | Main E

Show Graphics in the Viewer  [C] Save HTML with the document
|:| S5how Languages in the Wiewer |:| Mouse events fall through objects

Graphics

2. Locate the Web settings and click to expand.

L) 2R SR RE] & )
Uar E Daﬁse Nu:ut;at'nns Taggur't Remnote Ermgerr‘ent REdqu.r F'E:t
- = Connections - - - Tool - - Backup -
Port: | 9003 — Certificate type: @) CRT/PEM () pEx | Path (ert/pem): [DaFabio\pessoancon| []
Refresh Rate: | 500 | ms | Dot Ve older | Path (key): |DFabio\PESsOALGoD| [ |
Web

3. Click on the Default Web Folder button

T WebPath X

Cinetpub'wwwroot\TestHttps

OK Cancel

e A

4. This is the current location of your last saved web pages. It is
not mandatory to have the same locations of the Physical path
on IIS and the web folder on ADISRA SmartView, but it
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guarantees that whenever you save the html pages, they will be
instantly available on the web server.

Tip 2 (Configuring the bindings on IIS):

Ports play a pivotal role in the functioning of Internet
Information Services (IIS), particularly when it comes to hosting
multiple websites on a single server. IIS uses ports to
differentiate between various web services running on the same
machine. Each port serves as a unique entry point, allowing
Incoming network requests to be directed to the appropriate web
application or site based on its designated port number. By
assigning distinct ports to different websites within IIS,
administrators can effectively host multiple sites on a single
server, each responding to requests on its designated port. This
port-based separation enables IIS to manage and route incoming
traffic to the correct site, ensuring that each website operates
independently and securely.

On our sample application, we have already defined the port
9080 while using https protocol.

https://adisra-dashboard.online:9080/Main.html

So the next step is to configure our newly created Site
“TestHttps” that already has the correct physical path but needs
to start listening on port 9080. Since the port 9080 will be used
for https, we will also need a valid certificate at that point.
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Add Site Binding [ ]

Type: IP address: Port:
|http5 v| |AII Unassigned v| |443 |
Host name:

[] Require Server Mame Indicaticn

SEL certificate:

|}n:|ur5ite V| | Select... | | View... |

| oK ‘ ‘ Cancel |

Tip 2.1 - Create a valid SSL certificate:

Creating a valid Certificate Authority (CA)-signed certificate is
essential for ensuring secure and trusted communication
between a user's browser and a website. CA-signed certificates
are issued by trusted third-party authorities, providing a level of
authentication and encryption that instills confidence in users
regarding the legitimacy and security of the website. To generate
a CA-valid certificate, a generic process involves generating a
Certificate Signing Request (CSR) on the server where the
website is hosted. This CSR is then submitted to a reputable CA,
which validates the identity of the certificate requester before
1ssuing the signed certificate. This process involves proving
ownership of the domain and passing through various
verification steps to establish trust. One convenient option for
obtaining a CA-signed certificate is ZeroSSL, which offers a
user-friendly online platform for generating free CA-signed
certificates.

It is up to the user to define how this certificate will be
generated, and in case you already have it, you can go directly to
(Tip 2.2 - Create a https binding).

In this architecture, we used a certificate generated by
https://zerossl.com/. The steps to generate a certificate includes a
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step to prove you are the owner of the domain. Please see the
steps below:

~  J Certificates - ZeroSSL x  +

- o x
€ > C 2 appzerossl.com/certificates * £ oe
# ZeroSSL Help Center  Partner Program  fabio.carvalho@adisra.com @
4 Dashboard Draft  ExpiringSoon  lssued  Pending Validation ~ Expired  Cancelled
23! Certificates
TYPE DOMAINS STATUS EXPIRES
¢) Developer
& 90-DaySSL adisra-dashboard.onli... o Issued Mar 20, 2024 Install v
1 Showing 1 result on 1 page
1. Create an account on ZeroSSL
« L 9
2. Create a “New Certificate
| v | 3 New Certificate - ZeroSSL x  + - o X
€ > G 2 appzerosslcom/certificate/new * O oo

New Certificate Gancel

4 Dashboard

SSL Certificate Setup

. -
i Certificates You're on your way to issuing a brand-new SsL certificate for one or multiple domains.

Before you can install your new certificate, please complete the steps below.

¢> Developer
@ Domains

«  validity

You can now choose between generating 90-day or one-year certificate validity.
To keep manual work at a minimum, we recommend 1-year certificates.

° 90-Day Certificate

1-Year Certificate

> CSR & Contact

> Finalize Your Order

3. Move to next step
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~ | M o Corbolz ZoeEL =+

- 1" »
£ 3 0 %N apeosmalecoyia il T OO
" . T gy
4 Duashboard
551 Certificate Setup
£ Carfificases WoU'TE on your way to lsuing a brand-new S50 centHicate for one or mukipie domains
Before you can Install your new certificate. please complece the steps Below.
L} Dovalapsr
Q Dormaing
& valdity
CER B Conkact
Batare wellcatior. we vl 2ubo-REnerate conkact Inhcrmabion and 2 CER 1o wour certhcate
To anter your nhomatior manuelly or peats ar sdztnz CSR. pleass uncheck the box belom.
‘:l AubsGererane (58 m
» Fnalkzevour Grosr
v M New Certificate - ZeroSSL x  + - (m] X
€ > © %5 appzerossl.com/certificate/new RS ) oae
# ZeroSSL Help Center  Partner Program  fabio.carvalho@adisra.com °
4 Dashboard e
SSL Certificate Setup
=EE Certificates You're on your way to issuing a brand-new SSL certificate for one or multiple domains.
Before you can install your new certificate, please complete the steps below.
¢) Developer
o Domains
@ validity
@ Csr&Contact
~  Finalize Your Order
Based on your selection of a 90-Day SSL Certificate you are fine staying on the Free Plan.
To create and validate your SSL Certificate, please click "Next Step" below.
) “ . :
Free Basic Premium Business @ Ajuda
<N £ manth <10 L manth <50 / manth <100 [ manth ae

4. Then we will need to verify the Domain as mentioned

before. It offers an email verification but I used the
CNAME verification.
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v S Verify Domain - ZeroSSL x o+ - (] X
€ > @ *5 appzerosslcomcertificate/verify/Ta6feda338cbca3d796Mbd21 E/BDOC2e * OO0 @ :
# ZeroSSL Help Center  Partner Program  fabio.carvalho@adisra.com e
verify Doman
4 Dashboard @ vour certificate has been created and is ready for domain verification.

.. -
:2: Certificates

{? Developer adisra-dashboard.online

Congratulations, your SSL certificate is en route! However, you need to verify ownership
of your domain before installing your certificate. Please follow the steps below.

~  \Verification Method for adisra-dashboard.online

We need you to verify ownership of each domain in your certificate.
Please select your preferred verification method and click "Next Step".

o Email Verification

@ Please select an email address below How to use email verification?
admin@adisra-dashboard online 4] After selecting an email, click "Next Step™.
DNS (CNAME)

HTTP File Upload

| v Verify Domain - ZeroSSL x 4+ - o X
<« > a 25 app.zerossl.com/certificate/verify/7a6feda338cbc93d796fbd218f8b0c2e r n} a e H
# zerossl_ Help Center Partner Program fabio.carvalho@adisra.com e
Verify Domain
4 Dashboard @ Your certificate has been created and is ready for domain verification.

Certificates

{> Developer adisra-dashboard.online

Congratulations, your SSL certificate is en route! However. you need to verify ownership
of your domain before installing your certificate. Please follow the steps below.

~  Verification Method for adisra-dashboard.online

‘We need you to verify ownership of each domain in your certificate.
Please select your preferred verification method and click "Next Step”.

Email verification

© Dns (cNAME)
@ Follow the steps below

To verify your domain using a CNAME record, please follow the steps below:

1 Signin to your DNS provider, typically the registrar of your domain.
) ) @ Ajuda
2 Navigate to the section where DNS records are managed.

After inserting a CNAME in the domain’s DNS configuration, please run the test. If
it succeeds and proves you are the owner of the domain, the certificate files will be
available to be downloaded. Please download the certificate zip file.

+ adisra-dashbeard.online.zip
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It contains the CRT and KEY files that will be used in the https binding of IIS and
also used in ADISRA SmartView Web configuration.

5] ca_bundle.crt

5] certificate.crt

D private.key

Tip 2.2 - Create https binding on IIS

Since we are using a ZeroSSL certificate, we can use their
documentation to install the above certificate on IIS.

https://help.zerossl.com/hc/en-us/articles/6052154874909-Installi
ng-SSL.-Certificate-on-I1S

After it is properly installed, it will be available in the Bindings
configuration.

Let’s go back to the bindings. You will find the “Bindings” of your

Site on the right side (image below).

H & » VMSERVERZDIZ » Sites » yoursite * CTREREE 7 R

File Wiew Help

@ voursite Home

Q- |& |8 B Eolore
| ‘E Start Page . Edit Permissions...
= Fitter: = W Go - lgmShow All |G 3
-85 VMSERVER2012 (VMSERVERZ] | " okl | S b T
'.J Application Paols IIs
44 Sites — : indings...
b 4@ Default Web Site ! & A4 =l Bawc Sehngs
| @ fakesite Authentic... Compression  Default Directory  Error Pages View Applications
I i mysite Document  Browsing View Virtual Directories
g testsite == - Ty = L e
4 yoursite | 1?9_! ‘11 - JF B d
Hamdler HTTP HTTP Logging  MIME Types & Restort
Mapgings Redirect Respor... ¢ Start
[ " |t
-' £ 8 F
*ﬂ ?f‘" o= ! Rrenarce Wisbeite

The dialog below will be displayed when you click the “Bindings”
above. You will click “Add” and select Type “https”.
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Site Bindings 7| x

Type  Host Mame Past IP Address

Binding Infarma... Add...
https  eftinsight.com 443 N
https  localhost 443 *

Type IP address:
| htps v [All Unsssigned

Hast namie:
|eﬂinsighL:¢m

[ Require Sarver Name Indication

351 certificate:
eftinsight.com

In this binding configuration, we will set the port 9080, the host
name “adisra-dashboard.online” and then select the newly
installed zerossl certificate.

Editar Associagdo do Site

Tipo: Endereco IP:
https ~|Todos os Nao Atribuidos

Porta:
~ | 9080

Mome do host:

adisra-dashboard.cnline

[T Exigir Indicagdo de Nome de Servidor

[C) Desabilitar TLS 1.3 sobre TCP [T Desabilitar QUIC
] Desabilitar TLS Herdado [ Desabilitar HTTP,2
[] Desabilitar Associagio OCSP

Certificado S50
ADSV-ZeroCertificate

i Selecionar... Exibir...
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In case you want different bindings, you can add them at any point and

create new routes. After updating the Site configuration on IIS, please
restart it (on the right side under Manage Website).

At this point (chapters above) we have guaranteed a domain and a
certificate, we have confirmed the ISP is not blocking any
communication to our web server and we have configured the router to
forward requests to our web server in the LAN and we have configured
the IIS Web Server to host pages on the selected physical path and to
listen on port 9080 for https secure connection using the certificate
generated by zeroSSL.

At this moment I suggest testing a simple html file before moving to
test ADISRA SmartView.

We can add a “hello.html” to the physical path of our TestHttps
website.

<!DOCTYPE html>
<html>
<head>
<title>Testing HTTPS</title>
<style>
/* CSS to style the label */
body {
font-family: Arial, sans-serif;
text-align: center;
margin-top: 100px;
}
hi {
font-size: 36px;
color: #333;
}
</style>
</head>
<body>
<h1>Testing HTTPS</h1>
</body>
</html>

If everything is configured properly, we will be able to open the
hello.html using the following url:

https://adisra-dashboard.online:9080/hello.html
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v o Testing HTTPS * + _ ]

(& & https://adisra-dashboard.online:9080/hello.html 3 | o

Testing HTTPS

If it is loaded correctly, you can move to the next sub-chapter. If not,
please review the architecture and make sure all elements in it are
correctly configured.

ADISRA SmartView

fllD
E‘
ry e

192.168.20.15

Summary:

Considering all above configuration is working properly, we can start
configuring ADISRA SmartView.

ADISRA SmartView Architecture includes the Runtime process which
is responsible for different modules such as Drivers, Recipes, Database
communication, etc, but it also includes a Web Api Server. This server
enables communication between the web clients (web pages generated

by ADISRA SmartView) and the runtime.
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The image below illustrates what happens when a user searches for
the url “https://adisra-dashboard.online:9080/Main.html”

Browser

®

2 ADISAR SmartView Web pages open

connection with the Runtime server
that is also a Web Api Server on port
9003 by default. It can be changed to a
different port on Web configuration.

|htt|:|5:.frad isra-dashboard.online:9003/InternalServices

2

¥
@<

Domain

adisra-dashboard.online T A.B.C.D

& hitps://AB.C.D:9 ‘Main.html

<

https:/IA.B.C.D:9003/InternalServices |

‘ Public IP Address: A.B.C.D 1

* Port 3003 forward requests fo 152.1658.20.15
Router - port 9080 forward requests to 192.168.20.15

W B

AT
192.168.20.14 192.168.20.15 192.168.20.16
o If;.gicmsoft
P Pages are loaded to the web browser.
-
‘é After pages are loaded, they will open a connection with the ADISRA

SmartView WebApiServer using the port configured in the Web
section (by default: 9003)

ADISRA - 3432 Greystone Drive, Suite 125 - Austin, TX 78731
Phone: 1-833-5ADISRA (1-833-523-4772)

www. AD|SRA.com
23


https://adisra-dashboard.online:9080/Main.html

ADISRA SmartView Https Configuration with Domain and Certificate

User types “https://adisra-dashboard.online:9080/Main.html” on
the web browser;

Since the domain “adisra-dashboard.online” is set to forward
traffic to my public ip address “A.B.C.D”, the request will reach
my Router.

The router will identify port 9080 and forward to my web server
on 192.168.20.15 ip address.

The IIS listening on port 9080 will respond with the Main.html
page

The Main.html page will start to be displayed on the client side.
At this moment, Main.html will need to communicate to
ADISRA SmartView runtime server on port 9003 to synchronize
data. (For example https://adisra-dashhoard.online:9003/security/CheckServer)
It will follow the same route as mentioned above, but this time it
won’t be IIS listening on port 9003, but it will be ADISRA
SmartView runtime process.

Step by Step:

In this sample application, we will have one single screen created and

we will be able to access it using the Desktop Viewer sessions and also

Web Viewer Sessions through the url below:

https://adisra-dashboard.online:9080/Main.html

<

X Main X+

<
|
o
m x

@] QO B nitpsy/adisra-dashboard.online:9080/Main.htm A @ a0

1 Time:  06:12:30 PM ‘

Conveyor Belt

Plant Floor

PP

Time: 06:13:55 PM

Eror -
‘ Plant Floor application
===
| Conveyor Belt
T N R R p— v
—=_1

Product Ready
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3.5.1.Creating the application

This 1s not the focus for this document, so we won’t show the details of
the application. The image below shows the application Main screen.

=8|

IT DataGria @ weo Browser | ol Bar
o

Dashoard e e
©re ‘
s o | ‘
5 Properbes SRR
Graphics: Main
4 Info
Name Wain
e Grapics
Tie Grophics
€ Plant Floor application » Vindow Locaion 00
» Window Size (1024,668)
% » cane Diabied
=
& . Conveyor Belt e -
s Functons brary —
& system Functions Library ,—_|
JFalse
itne
[True
[JFalse
— - [True
=== === [JFalse
= [JFaise
- [JFaise
etical scrl rlse
Product Ready Vel sl o
iz Mode Con Resize
Widow Location Setng | Centr Screen ©
‘Window Style '3 Border Window ~
+ Brushes
[ Background
s Grad | img
Runtime Log A%
Severty Source Description TimeStamp
Enginesring Log | Runtime Log | Search Output | Verty Outplt |

3.5.2.Checking the Web Api Server port number
Open the Settings tab and expand the Web settings.

fad 4 SR CAEN REIE BES e LIS F]
WViewer DataBase MNotifications || Tags Count || Remote Management || Redundancy || Project
Connections - = = Tool = = Backup ~

Hitos (W] Certificate type: @ CRT/PEM () prx  Path (crtpemi: [DaFabiowpessoanison] []
ms ‘

Dol Web Folder | Path .key): [D:\FabiowpEssoanGon)| [ ]

Web

The port 9003 will be used to establish connection to the Web Api
Server.

You can test if everything is correct with your port number. First,
without running the application, try to check if port 9003 is in use.
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Testing if port 9003 is available:
1. Open CMD.exe

=l Run x

Type the name of a program, folder, document, or
—  Internet resource, and Windows will open it for you,

Qpen: | Cmd

Cancel Browse..,

2. Use netstat to check port 9003. The following command filters
port 9003.

CAWINDOWS\system32\emd. X +

Microsoft Windows [versdo 10.08.22621.3007]
(c) Microsoft Corporation. Todos os direitos reservados.

C:\Users\fabio>netstat -ano | findstr "9ee3"

C:\Users\fabio>|

3. In the test above, ADISRA SmartView application was not
running. Now let’s run it.
4. Click “Run”

A LTS =
w

- \I =

Runtime Werify View Settings Sec

O L

Rurn Stop  Restart Data
Watcher

| Runtinne |

5. Check again the netstat command.
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C:\WINDOWS\systemSZ\cmd. x + e

C:\Users\fabio>netstat —ano | findstr "9883"
TCP 0.0.0.0:9003 0.0.0.0:8 LISTENING

C:\Users\fabio>|

6. Now it responds that the port 9003 is being used by process id
38508, which matches the Runtime.exe process from ADISRA

SmartView.
W rundllzd.exe 432
¥ RunTime.exe 38508

W RuntirmeRroker.eve 1343R

7. In case the web port is not in Listening state when performing
the test with the application running, please check the runtime
logs for further details. It might be a misconfiguration on the
Web Settings.

3.5.3.Enabling HTTPS
1. Open Settings tab
fa DL ke © |©- ) =
'_\ Runtime Werify View Lettings Lecurity Learch License

Startup Graphic: | Main - | - Trend

Fe bdulinlicarc —
Show Graphics in the Viewer |:| Sawve HTML with the document s aies
|:| Show Languages in the Wiewer |:| Mouse events fall through objects

Graphics

2. Expand Web Settings
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S ] & J o ce i E
Viewer || Web DataBase Motifications || Tags Count || Remote Management || Redundancy || Project
‘ u || u || Connections - | - || - || Tool - ” u ‘ Backup - |
Fort: | 9003 Hitps Certificate type: (@ CRT/PEM () prx | Path (crt/pem): D2\ Fabio\PESSOALGOD) ]

Refresh Rate: | 500 | ms | | Path (key): [D\Fabio\PESSOALYGOD] [ |

Default Web Folder

Wileh

3. Enable Https and select certificate type. It supports
CRT/PEM/PFX certificates. After selecting the type, on the right
side will be able to select the files. In this application we have
selected the certificate.crt and the private.key provided by

ZeroSSL.
¥ SelectaFile X
I <« (OD0.. » adisra-d... w Pesquisar em adisra-dashb... @
Organizar « Mova pasta =~ [ o
~
A i | Mome Data de modificagdo Tipo
w G = ca_bundle.crt 21/12/2023 21:42 Certificado de Seg...
& sl 5! certificate.crt 21/12/2023 21:42 Certificado de Seqg...
> a
(5] full_chain.crt 28/12/2023 11:14 Certificado de Seg...
Ge
MNome: || v| Certificate (*.pem;*.crt;) ~

3.5.4.Saving the application to the Web

Please right-click on the Graphics node and select “Save HTML”. It
will start a background task to save everything to the web. Please check the
progress bar on the bottom of ADISRA SmartView to check when the save

process 1s finished.
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w OHLLL 9 “[@C 0L
\J Runtime Werify Wiew Settings Security 5

Startup Graphic: | Main Tr

Show Graphics in the Viewer |:| Save HTML with the document
|:| Show Languages in the Wiewer |:| Mouse events fall through cbjects

Graphics

E Main x

4 W Testhittps
bl Tags |
:’ Data Types T
F @ Graphics
I Main MNew Document Ctrl+MN
b I Templat Mew Folder Ctrl+F
> ¥ Services| [T g ue HTML Cr+W |
# Triggers
‘o Tag Hist Save All Open Graphics for Web
[T Recipes Save All Graphics for Web
2 Reports Collapse All
= Tunnalin.

It will be saved to the default folder and ready to be used.

¥ WebPath X |

Clinetpubwwwroot\TestHttps

OK Cancel

3.5.5.Running the application

At this point, we can start the application and test it. If there is no
error to start the Web Api Server, we should be able to load the pages using
the correct url:

https://adisra-dashboard.online:9080/Main.html

3.5.6.0pening on web browser
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When the user searches for
https://adisra-dashboard.online:9080/Main.htm]l”, it 1s forwarded to our router’s
public ip address, then the router forwards the request to the web server
(192.168.20.15). The IIS website TestHttps will be listening on port 9080 and will
respond with the Main.html page. When the page is loaded on the client side, its
internal features will connect to the ADISRA SmartView runtime web api server on
port 9003

13

B8 | X Mmain X+ ~

« (@] O O hitps/adisra-dashboard.online:2030/Main.html oW @ &1 =

Time: 06:12:52 PM

Plant Floor application

Conveyor Belt

Product Ready

3.5.7.0pening on a mobile phone

This 1s the same process as above. Just open the link

“https://adisra-dashboard.online:9080/Main.htm!”, and the page must be loaded as
in the image below.
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1817 ® & o & - (ORI

{} % i-dashboard.online:2080 +

Time: 06:17:19 PM

Plant Floor application

Additional Tips

This chapter contains some useful tools that will help you during the test
phase. Some of them were already mentioned in the documentation above.

4.1. Test ports using online tool

You can use https://canyvouseeme.org/ to test ports 9003 and 9080.
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201.80.21.70

Check Port

201.80.21.70

Check Port

In case the port is unavailable, it will return an error.
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Error: | could not see your service on 201.80.21.70 on port
(9004)

Reason: Connection refused

Your IP: 201.80.21.70

Port to Check: 9004

4.2. Ping public ip address

You can use https://www.ipvoid.com/ping/ to ping your public ip address
or your domain. This is just an alternative to the CMD “ping”
command. And keep in mind as mentioned before that some
environments don't support ping responses.

23 ipvoid.com/ping/
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201.80.21.70 Ping Lookup

PING 201.80.21.70 (201.80.21.70) 56(84) bytes of data.

64 bytes from 201.80.21.70: icmp_seq=1 ttl1=50 time=213 ms
64 bytes from 201.80.21.70: icmp_seq=2 ttl1=530 time=204 ms
64 bytes from 201.80.21.70: icmp_seq=3 ttl1=530 time=205 ms

--- 201.80.21.70 ping statistics ---
3 packets transmitted, 3 received, 0% packet Toss, time 6ms

rtt min/avg/max/mdev = 204.437 /207 .284/212.577/3.764 ms

4.3. Checking public ip address

You can use https://www.whatismyip.com/ top find out your public ip
address.

23 whatismyip.com

What Is My IP?

My Public IPv4: 201.80.21.70 &
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4.4. Testing the “CheckServer” service on port 9003

You can use https://regbin.com/ to test the CheckServer service. It will
only succeed if port 9003 is up and running.

I3 regbin.com

Online REST & SOAP API Testing Tool

ReqBin is an online API testing tool for REST and SOAP APIs. Test API endpoints by making API requests directly fram your browser. Test API responses with built-in JSON and XML validators. Load test your API with hundreds
of simulated concurrent connections. Generate code snippets for APl automation testing frameworks. Share and discuss your API requests online

https://adisra-dashboard.online:9003/security/CheckServer

Content Authorization Headers Raw (2)

JSON (application/json)

{"key": "value"}

Status: 200 (OK) Time: 500 ms Size: 0.00 kb

Content (1) Headers (5) Raw (7) JSON Timings

true

Url (replace with your domain and port):

https://adisra-dashboard.online:9003/security/CheckServer

Type:
GET

Response:
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Status: 200 (OK) Time: 500 ms Size: 0.00 kb

- Headers (3) Raw (7) JSON Timings

true
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